[bookmark: _Hlk160543664]SLING DATA PROCESSING AGREEMENT FOR USER CONTENT	
This is a data protection agreement between (1) you, as a user or user organisation of the SLING supercomputers and as the legally responsible data controller for your user data, and (2) SLING, which provides data processing services in relation to your user data (see the attached terms).
Please complete the information below carefully and review the attached data protection terms. Together with the other materials referred to in the data processing terms, these constitute a legally binding data processing agreement for the purposes of the EU General Data Protection Regulation (2016/679, “GDPR”). When completing this form, please also refer to the notes containing explanatory examples. For complete definitions, please refer to the text of the GDPR itself (available at data.europa.eu/eli/reg/2016/679).
Background
Please provide your name and contact details. Also add your username for the SLING account(s), if already available. If you are acting on behalf of an organisation (which is the legally responsible data controller), please also include its details.






Please provide the name of your project, the purposes for which you will require data processing, and the duration of the project. 


Data to be stored and processed in the SLING environment
What user data will you upload and/or process in the SLING environment?




Will your user data contain personal data? If yes, which data?





Will special categories of personal data be included? If yes, which categories?





To which individuals or categories of individuals does the above-mentioned data relate?




☐ I confirm that the information provided above is true, correct and complete and that I have read the attached data processing terms. If I am confirming this on behalf of an organisation, I confirm that I am authorised to do so.
☐ I declare that I will comply with the resource usage rules, the acceptable use rules, the obligation to acknowledge the capacity provider in all publications resulting from the use of the capacities, and the obligation to notify the local administrator of any unexpected events.


______________________________
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SLING - TERMS FOR THE PROCESSING OF PERSONAL DATA FOR USER CONTENT
Definitions and interpretation
SLING (the “data processor”, but see below for details) and the user or user organisation identified above (the “user” or “data controller”) have entered into an agreement (the “user agreement”) under which the user may upload and process user content (“user content”) in, within or from the SLING computing environment (the “SLING environment”). To the extent that the user content includes personal data within the meaning of the EU General Data Protection Regulation (2016/679, the “GDPR”), SLING is considered in this context to be a data processor acting on behalf of the user, who is the data controller. These terms do not govern the collection and use of personal data in other contexts. 
This data processing agreement, together with the entire user agreement, constitutes a contract governing the data processing relationship as required by Article 28 of the GDPR and must be interpreted as such. Unless the context requires otherwise, all terms used in this document have the same meaning as in the GDPR.
No provision in the user agreement or elsewhere may be interpreted as creating any obligation for either party that would conflict with data protection law, any other applicable law, or this data processing agreement.
General obligations of the data controller
The data controller is principally responsible for ensuring compliance with the GDPR. For example, the data controller is responsible for lawfully planning and carrying out the processing, informing all relevant data subjects about the processing activities, obtaining appropriate consent (where necessary), and documenting this.
Upon request, the data controller must provide the data processor with a copy of this documentation so that the data processor can verify that it does not conflict with the instructions it has received or with its actual processing activities.
The data controller shall have sole responsibility for the lawfulness, reliability, integrity, accuracy and quality of the user content transferred for processing.
Processing of personal data
The purpose of the processing of personal data is to provide the user with supercomputing services in the SLING environment.
The data processor shall carry out the processing activities entrusted to it in accordance with all applicable requirements of the GDPR, with all appropriate professional skill and care, and in accordance with the user’s instructions in the user agreement, this data processing agreement, and as otherwise agreed in writing. The user may not unilaterally issue instructions that extend the data processor’s obligations beyond what has been agreed. The data processor must notify the data controller if it receives instructions that it considers to be contrary to the applicable data protection rules.
Personnel of the data processor
The data processor shall ensure that all persons acting on its behalf who handle user data that is not publicly available are either subject to a binding legal obligation of confidentiality or have made a declaration of confidentiality.
Information security
The data processor shall ensure that appropriate technical and organisational security measures, as required by the GDPR, are implemented in relation to the SLING environment and the data processing envisaged by this agreement. In view of the evolving nature of threats and the security measures required, the user acknowledges that the data processor may need to modify security procedures during the processing relationship. The data processor shall update the documentation accordingly and appropriately inform the user of any material changes.
[bookmark: _Hlk240280533]Identity of processors and use of sub-processors
[bookmark: _Hlk240284643]The SLING environment is operated by the public infrastructure institutions IZUM (Institute of Information Science) and Arnes (Academic and Research Network of Slovenia) as hosting entities.
The participation of the hosting entity is essential for the provision of the relevant service.
The hosting entity, as a data processor, may use contractors or data sub-processors for certain tasks. Where appropriate, the user shall be notified separately and shall be allowed to comment to the extent required by law. The user shall also be informed of relevant changes to processing and sub-processing to the extent required by law. Data sub-processors may be used only to the extent permitted by the GDPR.
The data controller gives the data processor prior authorisation to engage data sub-processors to the extent necessary to carry out the processing.
The data processor shall inform the data controller of intended changes concerning the addition or replacement of other data sub-processors, thereby giving the data controller the opportunity to object to such changes. If the data controller does not accept the data sub-processors used or planned, it may terminate the service agreement. The same data protection obligations as set out in this data processing agreement between the data controller and the data processor shall also be imposed on the data sub-processors.
Rights of the data subject
The data processor shall reasonably assist the data controller in complying with the rights of data subjects under the GDPR (for example, by providing information reasonably necessary to respond to a data subject’s request under the GDPR) and with other data protection requirements. If the data processor becomes subject to a legal obligation to disclose personal data to any third party or otherwise process personal data in a manner contrary to what has been agreed, the data processor shall notify the data controller without undue delay (where permitted by law).
Personal data breach
In the event of a personal data breach, the data processor shall notify the data controller without delay. In such situations, the data processor shall provide the data controller with the required information and such assistance as the data controller reasonably needs to notify the competent data protection authorities and/or affected individuals, as required by law.
Assistance to the data controller
Within a reasonable period following a request from the data controller, the data processor shall provide the information that is reasonably and objectively necessary to ensure that the data processor is acting in accordance with the applicable data protection requirements.
Audit rights
The data processor shall allow the data controller, through a trusted and reputable auditor authorised by the data controller (at the data controller’s expense), to conduct such audits and inspections as are reasonably necessary to establish the foregoing, to the extent required and permitted by law. Nothing in this agreement may be interpreted as requiring access to or information that would compromise the security or confidentiality of the SLING environment or any other data contained therein. The data processor may require any auditor of the data controller or third party conducting an audit to sign a separate confidentiality and security agreement before any inspection or audit of otherwise confidential information or premises.
Data transfers
The data processor shall not transfer user content outside the European Union or the European Economic Area. 
If the user enables access to data by parties outside the European Union or the European Economic Area, the user is solely responsible for any relevant additional obligations that this may trigger.
Term and termination
The data processing agreement shall apply from its approval and for as long as the data processor processes personal data on behalf of the data controller (normally for the duration of the project). If either party terminates the data processing agreement for any reason, that party may also terminate the user agreement, and vice versa.
Deletion or return of personal data
Upon termination or expiry of the data processing agreement, the data processor shall be required to return or destroy the relevant user data as specified in the user agreement.
Governing law and dispute resolution
The data processing agreement and the processing activities concerned shall be governed by the GDPR and Slovenian law (excluding any rule that would lead to the application of the laws of another country). Any dispute arising in connection with the data processing agreement or the relationship shall be resolved before the court having subject-matter jurisdiction at the registered office of the data processor, unless otherwise agreed.
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